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MUST IN BRIEF

-> MUST engages in defence intelligence and
military intelligence and security services and
is responsible for protection security in the
defence sector and communications security
(COMSEQ ) for the total defence. MUST’s
foreign intelligence is conducted to support
Swedish foreign, defence and security policy
and to identify external threats to Sweden.

—> MUST detects, prevents and counteracts
security threats directed against the Swedish
Armed Forces and its interests in Sweden and
abroad.

- MUST is part of the Swedish Armed Forces and
is directed by both the government and the
Chief of Defence.

- The Director of MUST reports to the Chief of
Defence. The Director of MUST is also the
Swedish Armed Forces’ Chief of Security
Protection and Chief of Communcations
Security.

-> MUST cooperates nationally and internationally
to be able to respond to current and future
challenges across the entire conflict spectrum.

-> MUST’s activities are regulated by laws and
regulations and are subject to ongoing
independent audits.
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FOREWORD BY THE DIRECTOR

OF MUST

We are living in dramatic times marked by great uncertainty.
As | write this in December 2025, we can look back on a year
in which the security situation has continued to deteriorate.
The threats to Sweden are very serious, and the situation may

worsen further.

The Middle East has seen a series of dra-
matic events, with exchanges of blows be-
tween lIran, Israel and the United States.
This, along with the fighting between Israel
and Hezbollah, has changed the balance of
power in the region. A ceasefire is now in
place in Gaza after a war with major human-
itarian consequences.

There are a number of crises and conflicts
ongoing in Africa. Russia is becoming in-
creasingly active in its efforts to gain access
to critical resources and push out Western
presence. China is also seeking a greater
role on the African continent.

The competition between great powers that
MUST has described for several years is in-
creasingly shaping international politics. The
great powers are engaged in an intensifying
struggle for important resources, political
influence and access to key technologies.
Under these circumstances, international
rules are becoming less relevant. Political
and economic means are being used to ex-
ert pressure on other countries. One area
where this can be seen is in the Arctic. This

development was already shaping the secu-
rity policy landscape before Russia’s attack
on Ukraine in 2022, but the rivalry has in-
tensified further, resulting in reduced global
stability and predictability.

In Sweden’s immediate vicinity, Russia’s ac-
tions are a crucial factor in the deteriorating
security situation, not least through its con-
tinued war of aggression against Ukraine.
Russia considers itself to be in a strategic
conflict with the West. In addition to the
large-scale Russian aggression against
Ukraine, we have seen how Russia’s actions
using hybrid means against NATO and the
EU have become increasingly risk prone and
reckless. For example, Russia has engaged
in sabotage. It has violated NATO countries
airspace with aircraft and drones. The threat
from foreign intelligence collection contin-
ues, as does the use of cyber capabilities.
These actions thus affect a wide range of
functions and actors in our society. They
may be aimed at obtaining sensitive infor-
mation or at damaging and weakening us,
our societies and the cohesion within NATO
and the EU. One aim is to increase uncer-



tainty in our societies and make us reduce
our support for Ukraine. So far, the most risk-
prone actions through sabotage and hybrid
measures have mainly affected other allies,
but we must assume that the same sabotage
activities could also be directed against us.

The military threat from Russia is the dimen-
sioning military threat for Sweden. Russia
has repeatedly shown that it is prepared to
use extensive military force to achieve its
political goals and is allocating significant
resources to increase its military capabil-
ity. In addition to resources for the war in
Ukraine, Russia is strengthening its resourc-
es in the Baltic Sea region, as this is a re-
gion of great strategic importance to Russia,
both economically and militarily. If the warin
Ukraine were to end on Russia’s terms, and if
a ceasefire were to be followed by an easing
of sanctions against Russia, the pace of this
build-up would increase. At the same time,
existing Russian resources would be made
available, which would affect the security in
our immediate vicinity.

It is therefore essential for MUST to moni-
tor Russian actions and the development of
Russia’s capabilities. Based on this, MUST
works to provide basis for decision-making
to the government and the Chief of Defence.
We also work to support the extensive ca-
pability development taking place in Swe-
den and NATO to ensure that it is properly
designed and dimensioned for the future.

The very serious security situation and the
complex threat require us to continue to rap-
idly increase our military capability, our total
defence capability and our resilience across
society. It is of the utmost importance that
we respond to threats to our country with a
unified approach and together with our allies.
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This also applies to our own organisation,
where we have been working for a number
of years to strengthen MUST. We tackle
new types of tasks, at a different pace. Our
methods have continued to evolve, as has
the organisation’s robustness and ability to
operate at different levels of conflict and un-
der various stresses, such as an attack on
the Swedish Armed Forces’ functions or on
Sweden as a country. This important work
must continue. MUST s also continuing to
develop ever closer cooperation with the
Swedish Security Service (Sakerhetspolis-
en), the National Defence Radio Establish-
ment (FRA) and other elements of our total
defence, both civilian and military.

In parallel with the increased operational re-
quirements and MUST’s own development,
we were involved in the ongoing intelli-
gence reform process in 2025 with the aim
of strengthening the overall national intelli-
gence and security service capability.

Stockholm, 29 December 2025

Thomas Nilsson
Director of MUST
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MAIN CONCLUSIONS

The military threat from Russia will increase as the country
gradually builds up its military capabilities in Northern Europe.
Both Russia and China are developing their available means
of power and opportunities to influence or threaten Sweden
and Swedish interests through hybrid warfare and economic

pressure.

Global geopolitical changes threaten to in-
crease the opportunities for countries such
as China and Russia to challenge European
and transatlantic cohesion and strengthen
their political and economic positions inter-
nationally.

There are signs that Russia is expanding its
hybrid warfare. So far, this has been concen-
trated on Ukraine and a number of other Eu-
ropean countries. However, the same meth-
ods could also be used against Sweden. As
Russia’s strategic objectives and perception
of a strategic conflict with the West remain
unchanged, the country’s future actions
towards NATO and Sweden will need to be
closely monitored.

SWEDEN'’S SECURITY

—> External threats to Sweden’s security are
expected to increase in several respects
through 2030.

—> Russia poses the greatest military threat
to Sweden and NATO. The threat is ex-
pected to increase through 2030 as Rus-
sian armed forces receive new resources

and implement reforms. MUST assesses
that the majority of Russia’s capability de-
velopment will not be achieved until after
2030. Development has already begun,
but the pace will be affected by develop-
ments in the war in Ukraine, the develop-
ment of the Russian economy, the level
of oil revenues, the long-term effects of
sanctions, and Russia’s relations with
China in particular.

Russia already has the short-term capa-
bility to damage and disrupt civilian and
military functions in Sweden and its im-
mediate vicinity using available military
and hybrid tools. However, Russia could
relatively quickly assemble larger forces
in our immediate vicinity if the country
mobilises, has the opportunity to move
resources from a de-escalated war in
Ukraine, and redeploys resources from
other parts of the country.

Russia continues to have a strong de-
terrence ability with strategic nuclear
weapons and is continuing to devel-
op regional nuclear deterrence. Rus-
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sia is expected to continue to develop
and use hybrid warfare methods in the
coming years to affect developments in
Northern Europe.

—> The warin Ukraine is key to Russia’s ob-
jectives, but it is becoming increasingly
clear that the objective of challenging
NATO and transatlantic political cohe-
sion is growing in importance. Russia’s
decision-making in relation to the West
will continue to be characterised by op-
portunism and risk-taking.

SWEDEN'’S SECURITY,

OPENNESS AND COHESION

-> The terrorist threat to Sweden and
Swedish interests abroad is influenced
by events in the surrounding world and
international conflicts. These threats
mainly come from actors who are moti-
vated and inspired by the propaganda of
violent Islamist terrorist organisations.

-> The main threat of attack against Swe-
den is assessed to come from lone ac-
tors under inspiration by violent Islamist
or violent right-wing extremist circles.
Individuals who move in these circles
can be exploited by state actors such
as Iran and Russia as agents for intel-
ligence activities and hybrid threat ac-
tivities. Individuals within Swedish or-
ganised crime have also been used as
agents for foreign powers.

SWEDEN’S RESILIENCE
AND COMPETITIVENESS

—-> Russian activities that threaten Europe’s
security are likely to increase in frequen-

cy, scope and risk-taking through 2030.
The method of using so-called “one-
time agents” and other unqualified
perpetrators makes it more difficult to
detect, prevent and link threats and ac-
tivities to state actors such as Iran, Chi-
na or Russia. Thus far, Sweden has been
spared from sabotage, but the threat to
Sweden is expected to increase if Rus-
sia escalates the conflict with the West
and countries that support Ukraine.

China’s development and use of eco-
nomic power to take control of impor-
tant value chains, dominate strategic
technologies and use sanctions is con-
sidered to be an increasingly tangible
threat to Swedish economic security.
This is something that could increas-
ingly affect the competitiveness of
Swedish industry.

THE THREAT TO
SWEDEN IS EXPECTED
TO INCREASE IF
RUSSIA ESCALATES
THE CONFLICT WITH
THE WEST AND
COUNTRIES THAT
SUPPORT UKRAINE.
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THE THREAT TO SWEDEN’S

SECURITY

Russia poses the greatest military threat to Sweden. The
actions of the Russian leadership are guided by its perception
of threats and its view of the world. The threshold for the

use of conventional military force, for deterrence with non-
conventional weapon systems, and for the use of hybrid

methods is low.

THE CONVENTIONAL MILITARY

THREAT FROM RUSSIA

Russia’s armed forces pose the greatest mil-
itary threat in Sweden’s immediate vicinity.
The armed forces of Belarus also contrib-
ute to the threat in the immediate vicinity,
as they are considered to be under Russian
influence in the event of a military con-
flict with NATO. The Russian leadership is
strongly influenced by a perceived threat to
the very existence and security of the coun-
try. Russia perceives itself to be in a lasting
strategic conflict with the West, where the
long-term objectives have been a changed
world order, characterised by multipolarity
and a Russian sphere of interest, as well as
the desire to guarantee the stability of the
regime. These Russian strategic objectives
remain unchanged.

To achieve its goals, the country has shown
itself willing to use large-scale violence,
causing destruction and great human suf-
fering and significant losses of its own. This
poses a serious and concrete threat to NATO
and Sweden and places a great demand on

Sweden’s ability to provide early warning of
future changes in the threat picture and in
Russian actions.

The importance of the Baltic Sea region
for Russian trade and security of supply is
increasing. The region is also home to key
Russian military capabilities. At the same
time, Sweden’s and Finland’s NATO mem-
bership has changed the strategic balance
and benefited the security of EU and NATO
countries around the Baltic Sea. Russia has
an interest in responding to this change by
strengthening its military capabilities and
guaranteeing its military freedom of action
in the region. Russia is assessed as being
prepared to challenge NATO’s cohesion and
activities but not to seek a large-scale mil-
itary conflict as long as the war in Ukraine
continues at its current scale.

However, Russia’s long-term priority is to
strengthen its warfare capabilities so that
it can face NATO in a large-scale military



conflict in the future. Although this is a high
priority, there are several factors that could
affect Russia’s military growth, making it
difficult to assess developments. A limited
Russian military build-up is already under-
way. Itis largely influenced by developments
in the war in Ukraine. Since Russia’s armed
forces and military-industrial capacity are
mainly focused on Ukraine, a ceasefire on
Russian terms would free up Russian mili-
tary and economic resources that could af-
fect the pace and scope of force build-up in
Sweden’s immediate vicinity. At present, the
strained Russian economy and the exten-
sive sanctions against the country are ham-
pering the pace of capability growth. Sanc-
tions against the energy sector and energy
trade are particularly significant.

MUST assess that the Russian leadership
will continue its confrontation with the West,
particularly with those countries in Europe
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that are perceived as unfriendly, including
Sweden. There are few signs that domestic
policy in Russia will change direction, even
if the leadership, with President Putin at the
top, changes.

RUSSIA’S CAPABILITIES IN

THE COMING YEARS

In the short term (0—12 months), Russia has
the capability to carry out a limited armed
attack in Sweden’s immediate vicinity to
mark or combat individual military units and
facilities, cause disruption or knock out ci-
vilian and military infrastructure. The effects
could be increased if the military instrument
is reinforced by the use of other hybrid tools.
The Russian military threat is expected to
increase gradually in the coming years as
the Russian armed forces gain access to
new conventional resources and implement
reforms.
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Mid-term, (3—5 years), Russia has the ca-
pacity to carry out an armed attack with the
aim of combating larger military units, taking
control of border areas, establishing limit-
ed air superiority or implementing a naval
blockade. MUST assesses that it will take
Russia more than five years to have the ca-
pability to carry out an armed attack with the
aim of taking control of large land areas and
establishing sea and air superiority.

The armed forces that Russia has at its
disposal in Sweden’s immediate vicinity,
particularly around the Baltic Sea, contin-
ue to operate at a relatively high level. The
country monitors and responds to NATO
activities and also has increased readiness
to prevent and combat Ukrainian attacks on
Russian military installations. This leads to
an increased risk of mistakes and misjudge-
ments being made by Russia.

One Russian protective measure that has
increased in the immediate vicinity is GNSS
interference, which affects civil and military
sea and air navigation and disrupts technol-

GNSS INTERFERENCE

GNSS is an acronym for Global Navigation
Satellite System and is a collective

term for satellite-based navigation and
positioning systems. Some of the most
common systems are the American
Global Positioning System (GPS), the
Russian GLONASS, the European Galileo
and the Chinese BeiDou. In order to use
the systems for navigation, in general

the receiver must continuously receive
signals transmitted by several satellites.
If the connection is disrupted, it becomes
more difficult for ships and aircraft to
navigate and determine their position.

ogy that depends on reliable contact with
satellites. Although there is an increased risk
of crises and incidents occurring at the local
level, the Russian government’s control over
the armed forces means that situations do
not escalate into armed conflict without the
leadership’s approval.

Another phenomenon that increased in
2025 is Russian protection of merchant
ships transporting oil from Russian ports in
the Baltic Sea. To circumvent Western sanc-
tions, Russia may, for example, have the
military patrol and escort ships or take oth-
er measures, such as manipulating position
and identification signals (AIS), to prevent
other countries’ authorities from stopping or
attempting to control the ships.

One incident that received considerable
media attention was a flyover by a Russian
fighter jet on 13 May 2025 linked to the oil
tanker Jaguar, which resisted Estonian in-
spection. There is a risk of these protective
measures leading to further escalation in
the Baltic Sea region.

OTHER MILITARY THREATS

TO SWEDISH INTERESTS

Swedish interests in the form of the pres-
ence of Swedish agencies, companies and
citizens outside the immediate vicinity face
a potential military threat depending on spe-
cific local and regional circumstances.

There are military threats from both state
and non-state actors in several regions with
links to Sweden and vital trade routes, such
as the Pacific region and the Middle East. A
military conflict in the Pacific region, par-
ticularly concerning Taiwan, would have
major consequences for Swedish economic
interests.



THE UNCONVENTIONAL MILITARY THREAT
FROM RUSSIA

The nuclear threat has once again taken
centre stage in the global security debate,
not least due to Russia’s escalating rheto-
ric since the full-scale invasion of Ukraine
in 2022 and the tightening of its nuclear
doctrine on 19 November 2024. On sever-
al occasions since the full-scale invasion,
President Putin and others in the Russian
leadership have, directly and indirectly, used
the threat of nuclear weapons as a means of
exerting pressure on both Ukraine and the
West. This is creating increased uncertain-
ty throughout Europe and is also having a
negative impact on Sweden’s security policy
situation.

Weapons of mass destruction constitute a
special category of a country’s military re-
sources because they can be used to pre-
vent conventional war and can influence
public opinion and decision-making through
threats. Russia repeatedly uses threats of
nuclear weapons against both Sweden and
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other Western countries. During the period
from Sweden’s application for NATO mem-
bership until its accession, Russian repre-
sentatives used nuclear threats on a number

AIS MANIPULATION

The Automatic Identification System
(AIS) transmits an identification and
position signal to surrounding ships
and ports for the purpose of increasing
navigational safety at sea. Ships can
manipulate their AIS information by, for
example, entering an incorrect position,
providing incorrect information about
their identity and cargo, or by turning off
their AIS transponders. This increases
uncertainty and the risk of accidents

at sea, particularly in the Baltic Sea,
where some passages are narrow and
difficult to navigate. In addition to
military protective measures, there is
an increased tendency for merchant
ships carrying oil from Russian ports to
manipulate their information.




16 | MUST ANNUAL REPORT 2025

of occasions to influence Swedish public
opinion.

Russia continues to have a strong deter-
rence ability with strategic nuclear weapons
and is continuing to develop this capability
regionally. Strengthening regional nucle-
ar deterrence would increase the threat to
Europe without simultaneously threatening
the United States.

THE HYBRID THREAT FROM RUSSIA
Russian hybrid warfare is a method of in-
fluencing other states without escalating to
large-scale military conflict. It is carried out
through a wide range of coordinated and tai-
lored activities. Russia has developed meth-
ods to operate covertly or through proxies in
order to avoid being identified. Hybrid war-
fare should not be regarded as a milder form
of warfare, as it can lead to widespread de-
struction and great human suffering. Russia
is considered to be prepared to act oppor-
tunistically and aggressively in the coming
years through various hybrid activities. The
country has developed a wide range of
methods that can be used in the context of
hybrid warfare, such as statements in the
media, disinformation, cyber attacks, eco-
nomic sanctions, intelligence operations,
election interference, and the use of civilian
actors and military units.

Russia’s conventional military inferiority and
unwillingness to seek large-scale military
conflict with NATO make hybrid warfare a
key tool for achieving Russian strategic ob-
jectives. Hybrid warfare below the threshold
of armed attack is considered to be the Rus-
sian leadership’s main choice forinfluencing
developments in Sweden’s immediate vicin-
ity in a direction that is favorable to Russia.
Russian leaders believe that the West has

been using these methods against Russia
foralong time.

Russia also uses its military resources to
fuel unrest and uncertainty among Swedish
decision-makers and the population and to
demonstrate its military capability. The mili-
tary means that Russia can use for influence
purposes include, for example, the forward
deployment of long-range weapon systems,
nuclear weapons exercises, patrol flights
with strategic bombers, and appearances
near NATO countries’ borders and military
units. Incidents described in the media as
deliberate Russian violations have the po-
tential to fuel social unrest. This benefits
Russian objectives, regardless of whether
the actions are deliberate Russian acts or
not. At the same time, Russia occasionally
attempts to use the media and influence
campaigns to promote the image that Rus-
sia does not pose a threat to NATO, but that
itis NATO that is aggressive.

HYBRID WARFARE SHOULD NOT
BE REGARDED AS A MILDER
FORM OF WARFARE, AS IT

CAN LEAD TO WIDESPREAD
DESTRUCTION AND GREAT
HUMAN SUFFERING.

Russia’s warfare in Ukraine continues to
characterise Russian hybrid warfare in
Sweden’s immediate vicinity. This includes,
for example, activities aimed at undermin-
ing political cohesion behind support for
Ukraine and economic sanctions against
Russia. European facilities and activities
linked to the implementation of support for
Ukraine are targets for sabotage and hybrid
activities.
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HYBRID THREATS

Hybrid threats are a form of composite threat in which state actors use a combination of
military and non-military means to influence, destabilise or harm an adversary without
crossing the threshold into armed attack. Examples of hybrid threats include the spread
of disinformation, election interference, cyber attacks, disruption of critical trade flows,
sabotage of infrastructure and influence on strategic investments. The key element of
hybrid threats is the coordination of methods to exploit society’s vulnerabilities and
create uncertainty, increase division and weaken resistance. The aim may be to influence
decision-making in a direction that benefits the attacker’s interests.
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THE THREAT TO A SAFE, OPEN
AND COHESIVE SWEDEN

In recent years, Sweden has been subjected to hybrid
operations, primarily from Russia, China and Iran. Threats
also come from terrorist organisations that can act directly
or indirectly through agents in Sweden to influence social
cohesion, trust between people and confidence in public

institutions.

INFLUENCE AND

INFORMATION OPERATIONS

Influence and information operations are
key hybrid strategies. The purpose of these
operations is to shape public opinion, un-
dermine trust in democratic institutions,
divide society and/or reinforce polarisation.
Sweden has been the target of advanced
campaigns from countries such as Russia,
China and Iran on several occasions in re-
cent years. These operations have become
increasingly sophisticated, often with the
help of automated botnets, disinformation
through Al-generated content and the stra-
tegic use of both official and unofficial me-
dia channels. By combining digital tools and
exploiting political divisions, their effective-
ness has increased. The objectives include
shifting public perception of the truth, in-
creasing distrust of Swedish authorities and
other societal institutions, and creating an
information climate in which facts are ques-
tioned and polarisation in society increases.

Influence and information operations are of-
ten part of long-term strategies. At the same
time, they are flexible and adaptable, allow-
ing them to take advantage of the mood and
opinion in a country. They are designed to
not only create immediate division but also
weaken trust in democratic institutions in
the longer term and increase vulnerability to
other forms of hybrid attacks. It is also com-
mon for campaigns not to be directly trace-
able to any actor, but to be carried out via
intermediaries and anonymous channels,
making it more difficult to identify those re-
sponsible and to counteract them.

Foreign powers seek to exert influence
over decision-makers in democratic coun-
tries across the spectrum, from legitimate
networking to covert intelligence activities.
Representatives of threat actors attempt to
control influential social actors, either di-



rectly or through proxies, in order to influ-
ence decision-making or to carry out various
types of hybrid activities.

Influence activities target more areas and
different levels of society, something that
MUST assesses will increase in the coming
years. The threat picture is becoming broad-
er, partly because awareness and counter-
measures have increased and threat actors
are adapting their activities accordingly.

The Russian government is prioritising at-
tempts to undermine the political cohesion
behind military support for Ukraine and
economic sanctions against Russia. China
primarily uses its economic influence over
business, academia and individuals with
Chinese citizenship or origin to influence
political decision-making.

ELECTION INTERFERENCE

Russia has a documented history

of attempting to influence election
processes and the conduct of elections
in both European countries and the
European Parliament in order to
influence their legitimacy and outcome
in a direction favourable to Russia.
Russia’s election interference includes
influence operations targeting, among
others, political parties, opinion leaders
and journalists who can promote
Russian interests, as well as broader
information operations to influence
public opinion with the support of social
media campaigns. This may involve
encouraging and reinforcing divisions
that already exist.




20 | MUST ANNUAL REPORT 2025

Russia, China and Iran, including their intel-
ligence and security services, are mapping
their citizens or former citizens in Europe-
an countries, including Sweden. Individuals
within the respective diasporas are used as
means of collecting information and as pos-
sible resources in influence operations. Peo-
ple in Sweden who hold Russian, Chinese,
Iranian or dual citizenship are at risk of being
subjected to pressure from their countries
of origin, especially in cases where they still
have relatives in their former homeland.

VIOLENT EXTREMISM AND

ORGANISED CRIME

The main terrorist threat to Sweden comes
from lone actors with violent Islamist or
right-wing extremist motives. The terrorist
threat from this type of actor has decreased
since the end of 2023. On 23 May 2025, the
Swedish Security Service decided to lower
the terror threat level from high (4) to ele-
vated (3). However, the image of Sweden
as Islamophobic remains, something that
recur periodically to varying degrees. This
is particularly true if actions perceived as
Islamophobic take place in a sensitive se-
curity policy context for Sweden. Disinfor-

mation spread by violent Islamists, portray-
ing Sweden as Islamophobic, has in itself a
threatening effect on the terrorist threat to
Sweden.

World events and international conflicts
will primarily affect the terrorist threat
against Sweden and Swedish interests
abroad. This occurs through actors who
are primarily motivated and inspired by
the propaganda of violent Islamist terror-
ist organisations. Sweden has once again
become a legitimate target alongside many
other Western countries, which is a change
from previous years when Sweden was
considered a primary target for internation-
al Islamist terrorist organisations.

State actors have established contacts
within Swedish organised crime. The link
between organised crime and lran has
been highlighted in connection with at-
tacks against targets with links to Israel.
This type of crime has proven to be use-
ful to state actors for sabotage, influence
and intelligence activities, as it has demon-
strated a high level of violence that could,
to some extent, be used by threat actors.

as an adaptation to NATO.

NATIONAL CENTRE FOR TERRORIST THREAT ASSESSMENT (NCT)

The NCT assesses the terrorist threat level in Sweden. The NCT consists of employees
from the National Defence Radio Establishment (FRA), MUST and the Swedish Security
Service (Sakerhetspolisen). Ultimately, it is the Director-General of the Swedish Security
Service who decides on the terrorist threat level. The terrorist threat as a security threat

to the Swedish Armed Forces is assessed by MUST in close cooperation with FRA and the
Swedish Security Service. From 2025, the Swedish Armed Forces conducts its own threat
assessment of the threat level against the Armed Forces. The change is being made in part
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THE THREAT TO A RESILIENT
AND COMPETITIVE SWEDEN

Activities that threaten security are being directed at an
increasing number of areas in Swedish society. The protection
of the Swedish total defence and activities critical to society
is being challenged by methods such as influence operations,
economic pressure and improper corporate acquisitions.

THREATS TO THE TOTAL DEFENCE

Threats from Russian intelligence activi-
ties and offensive, opportunistic and risky
sabotage activities against Swedish and
allied assets are increasing. The broaden-
ing of these activities to include the use of
unqualified contractors and agents makes
sabotage activities difficult to prevent, de-
tect and link to specific threat actors. Sabo-
tage against infrastructure is carried out as
part of influence operations with the aim of
changing public opinion and decision-mak-
ing.

These security-threatening activities are
affecting more areas and levels of society
and pose a direct threat at a time of major
national investments in defence and the
development of NATO. Security-threatening
activities against Europe, including Sweden,
by foreign powers are expected to increase
in the coming years.

THE SHADOW FLEET
The large number of vessels involved in
Russian oil exports through the Baltic Sea,

commonly referred to as the “shadow fleet”,
is considered a threat to the environmen-
tal safety of the countries surrounding the

SABOTAGE

Sabotage against civil and military
infrastructure is a tool in hybrid warfa-

re. By attacking key parts of a country’s
functional systems, an attacker can cause
societal paralysis, panic, disinformation
and a sense of insecurity. Such actions
are particularly effective in countries with
high-tech integration and high digital
dependence. Sweden, which is one of

the world’s most connected countries, is
therefore particularly vulnerable. Sabota-
ge against the energy supply, the electri-
city grid or mobile communications could
have immediate and very far-reaching
consequences. Even temporary interrup-
tions could threaten public confidence in
the state’s ability to protect society. These
effects could be amplified if sabotage oc-
curs in several geographically dispersed
locations simultaneously.




Baltic Sea. Given the importance of oil ex-
ports to Russian state finances, Russia is
prepared to continue taking major environ-
mental risks in order to maintain its exports.
A major accident involving ships from the
shadow fleet could cause significant dam-
age to the environmental values of the Baltic
Sea and require extensive resources for res-
cue and clean-up operations.

CYBER THREATS

Cyber operations are used as a tool for col-
lecting intelligence and achieving destruc-
tive and psychological effects. The cyber
arena is an area of operations for both state
and non-state actors seeking to influence
opponents, collect information, affect infra-
structure or gain financial advantage. Less
sophisticated methods are used by both
state actors and ideologically or financially
motivated actors. It is therefore difficult to
determine who the actor is or the ultimate
purpose based on a single attack or even a
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completed intrusion. A spear phishing attack
via email, for example, may be the beginning
of a sophisticated attack or a way to collect
personal information for other purposes.

Different sectors of society are exposed to
cyber attacks to varying degrees and re-
ceive varying levels of attention. Societal
functions that are affected by disruptions
or intrusions and that are frequently used
by many citizens are more likely to attract
attention and may be perceived as more
vulnerable. For state actors, the goal of the
attacks may be to make the population feel
uneasy and distrustful of societal institu-
tions and functions. In the long term, the
aim may be to make the population ques-
tion the stability of society and the state’s
ability to manage crises. In addition to cyber
operations, threat actors have several other
hybrid methods at their disposal to drive this
development, including information opera-
tions and infiltration.
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THE GIG ECONOMY AS ATOOL

It has become increasingly common for for-
eign intelligence services to use “gig bro-
kers” in the cyber domain to carry out vari-
ous types of hybrid attacks.

The gig economy that has emerged in recent
years has created efficiency and flexibility in
the regular economy, for example through
various types of app-based services, but
it also leads to efficiency and flexibility for
criminal activities. This is exploited in hybrid
operations by foreign intelligence services,
which can, for example, use the opportuni-
ties offered by the gig economy to finance
influence operations, exploit youth crime for
acts of violence, and conduct intelligence
collection and cybercrime such as hack-
ing. Digitalisation and the global structure

contribute to anonymity. The gig economy
phenomenon transcends domains and has
affected virtually all areas of hybrid threats
to Sweden and intelligence collection.

The gig economy creates an arena for cli-
ents to anonymously request services from
various providers who are often unaware
of the clients’ identities or their actual in-
tentions. This can range from simple tasks
such as denial-of-service attacks to more
advanced attacks, for example carried out
by profit-driven hacker networks, where the
client and the contractor have minimal con-
tact with each other. This makes it possible
for the actual client to deny involvement.

The performers of the assignments rarely
have insight into the whole picture, instead



only seeking compensation for their limited
part. The client can often remain anony-
mous, regardless of whether the assign-
ment involves acts of violence, influence on
social media, hacking or intelligence collec-
tion. The services can be directed at specific
perpetrators or utilise crowdsourcing, where
large numbers of contractors contribute
small, seemingly insignificant parts, but the
combined result can be extremely powerful.

More advanced cyber attacks can be carried
out in combination with other methods and
capabilities, such as information operations
involving the spread of fake news in connec-
tion with attacks on a company, stopping
financial transactions through overload at-
tacks, sabotage, or password theft, comput-
ers and other IT equipment through person-
al networks or bribes to IT administrators.
Russian and Chinese special services have
the capability to carry out this type of attack.

ECONOMIC SECURITY AND PROSPERITY
Geopolitical and technological develop-
ments are expected to have an increasing
impact on Sweden’s economic security. As
the superpowers develop and use economic
power to a greater extent than before, Swe-
den may also become a direct target.

Chinese control over important parts of
value chains, willingness to use sanctions
that affect global production chains, and
dominance in strategic technologies may
become an increasingly concrete threat to
Swedish economic security.

For China, the main objective is to support
a world order based on Chinese values and
interests, strengthened political and eco-
nomic independence, and global freedom of
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action. China strives for a world order that is
less characterised by the values, rules, mul-
tilateral cooperation and institutions that
emerged after the end of the Second World
War.

China uses economic power to achieve geo-
political goals, such as boycotting products,
blacklisting companies and restricting tour-
ism to countries that are considered to be
countering China’s strategic objectives. Chi-
na demonstrated how the use of economic
power has been refined in the trade war with
the United States in 2025.

China’s overall approach to its actions in Eu-
rope is to promote trade to create a strategic
advantage and weaken Europe’s relation-
ship with the United States. The Chinese ap-
proach is characterised by the ambition to
strengthen bilateral relations with individual
countries and undermine the unity behind
common positions directed against China.
The country does this through measures
such as offering favourable agreements and
cooperation in order to encourage them to
develop policies that are more responsive to
Chinese demands. China also attempts to
influence countries in Europe to promote its
national interests by converting its econom-
ic weight into political influence. The EU’s
common trade policy is one example of an
area that China wants to influence.

The growing competition between the US
and an increasingly confident China is ex-
pected to play out in a number of areas that
could have consequences for Sweden’s
economic security. The battle for global
technological leadership will be a key fac-
tor in this power struggle. China’s policy is
fundamentally aimed at positioning China at
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the top of this competition, for example by
being a leader in technologies that it con-
siders crucial for the future, including green
technology. China’s goal is to utilise high-
tech collaborations and its dominance in a
number of sectors, both to gain access to
modern technology and to strengthen Euro-
pean dependence on Chinese raw materials,
inputs and technology.

Through its state-owned companies, Chi-
na has invested in sectors such as green
technology, infrastructure, tourism, trans-
port systems and telecommunications. In
several cases, these investments have been
used as strategic tools for influence. Several
high-profile cases include attempts to take
control of companies active in battery tech-
nology, quantum computer development, Al
and energy systems. When such technolo-
gy falls under Chinese control, Sweden risks
becoming dependent on supplier struc-
tures that, in the event of a tense security
situation, could be disrupted, manipulated
or used for blackmail. Chinese acquisitions
in critical infrastructure can have long-term
security implications. Furthermore, invest-
ments are often made via third countries
and may involve complex ownership struc-
tures, which makes transparency and con-
trol difficult.

China has invested in Swedish dual-use
high technology through companies that at-
tract researchers from various universities.
These investments give China potential ac-
cess to infrastructure and expertise that can
be used for military purposes. In addition to
the investments, there are also reports of
systematic recruitment of people with in-
sight into Swedish technology and influence
on academic institutions to steer research
more in line with Chinese interests.

CHINESE EXPORTS TO
RUSSIA HAVE INCREASED
SIGNIFICANTLY SINCE THE
INVASION OF UKRAINE, AND
A CONSIDERABLE PORTION
OF RUSSIA’S IMPORTS OF
SANCTIONED GOODS ARE
CHANNELLED THROUGH
CHINA.

In addition to economic pressure, Swedish
industry may suffer from unfair competi-
tion as the Chinese state supports Chinese
companies. This could enable Chinese com-
panies to gain a monopoly in strategically
important areas. Many of these activities
are conducted openly and legally. The close
links between civil and military interests
(and state and commercial interests) in Chi-
na pose particular challenges when assess-
ing and potentially counteracting Chinese
activities.

lllegal technology acquisition and improper
purchases of Swedish companies and inno-
vation capabilities are a significant threat.
Chinese interest in Swedish expertise, inno-
vations and research in strategic areas is ex-
pected to continue. Chinese exports to Rus-
sia have seen asignificantincrease since the
invasion of Ukraine, and a large proportion of
Russian imports of sanctioned goods pass
through China. In addition, Russia continues
to purchase sanctioned Western technol-
ogy for military purposes through its intel-
ligence and security services. This threat
means that Swedish defence-related assets
are exposed and that information losses un-
dermine Swedish competitiveness.
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DEVELOPMENTS IN

THE WORLD

Competition between great powers is increasingly shaping
international politics. The great powers are engaged in

an intensifying struggle for important resources, political
influence and access to key technologies. International rules
are becoming less and less important, and political and
economic means are being used to exert pressure on other

countries.

This overall development is affecting the
situation in trouble spots in several parts of
the world. The consequences are also no-
ticeable in Sweden’s geographical vicinity.
The war in Ukraine continues to shape the
security situation in Europe. One factor that
affects how Russia can continue to wage
war and generate new military resources
is the development of the Russian econ-
omy. The Arctic’s security policy and eco-
nomic importance are increasing, including
through possible new trade routes and raw
material extraction. Political developments
in the Middle East and the conflicts that
characterised the region in 2025 are affect-
ing the rest of the world.

THE WAR IN UKRAINE

Russia’s armed forces are now in their fifth
year of warfare in Ukraine. It is clear that
Russia does not have the capacity to con-
centrate sufficient conventional military
power to defeat Ukraine on the battlefield.
The war has developed into a static war of

position with very little change in the front
line. Over the past year, however, Russia
has achieved a number of small tactical
victories and continues to put the Ukrainian
defence forces under considerable pres-
sure. The war is also being waged against
Ukrainian society as a whole through ex-
tensive long-range combat.

Despite several diplomatic initiatives, the
Russian leadership remains unwilling to
seek any political solution to the conflict
that does not meet Russian objectives. Over
the past year, there have been no signs that
the Russian leadership is willing to aban-
don its objectives of controlling large parts
of Ukraine, exerting far-reaching influence
over the country’s political leadership and
determining Ukraine’s international ori-
entation. Preventing Ukraine from joining
NATO is an important Russian objective.

Russian warfare has undergone tactical
adjustments, including the extensive use of



drones. These adjustments have changed
the nature of the conflict both on the front
line and further back, affecting Ukrainian
infrastructure and putting pressure on the
country’s air defences. International sup-
port for Ukraine continues to be of great
importance, even as Ukraine develops its
defence capabilities and defence industrial
capacity to better meet the demands of the
war in both the short and long term.

THE RUSSIAN ECONOMY

Since the end of 2024, the Russian econ-
omy'’s costs have increased while its reve-
nues have decreased. The Russian econo-
my is in decline.

The country’s savings are running out, and
oil prices have been low. Major oil importers
have signalled that they will replace Russian
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oil with oil from other suppliers following
sanctions from the United States. The pro-
portion of so-called bad loans at banks is in-
creasing, as are bankruptcies, and important
industries such as metallurgy, coal and even
the military industry are slowing down.

The Kremlin has pressured the Russian cen-
tral bank to lower its key interest rate. A cen-
tral bank that is not considered independent
from the state runs the risk of affecting the
market’s view of the problems Russia is cur-
rently facing. In 2025, the budget deficit ap-
proached record levels, while inflation and
interest rates remained high.

Immediately after Russia’s full-scale inva-
sion of Ukraine in the spring of 2022, the
country’s inflation and interest rates rose
sharply following coordinated sanctions by
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the West. Surveys from the period showed
how the Russian population expressed
deep concern and wanted to withdraw their
bank savings, leading to speculation about a
massive bank run.

Several factors were behind Russia’s ability
to continue its shift towards a war-mobi-
lised economy despite this. Some contribut-
ing factors were the historically high energy
prices, which gave the Russian leadership
room for manoeuvre despite the economic
crisis, as well as the continued confidence
that the market and the population had in
the economic institutions — primarily the
head of the Russian central bank — and the
repression and threats from the authorities
that followed.

In 2023 and parts of 2024, the Russian econ-
omy was able to survive on the high energy
revenues that followed the invasion. There
was scope to pay for large war expenditures
while at the same time supporting a stag-
nant civilian sector to some extent. Howev-
er, government spending led to strong infla-
tionary pressure and high interest rates.

When a survey similar to the one conducted
in 2022 was conducted in 2025, the results
showed that the Russian population was
once again expressing concern at the same
levels as at the start of the invasion.

THE MIDDLE EAST AND IRAN

The regional dynamics in the Middle East
are largely characterised by the situation
in Gaza, the tense relationship between Is-
rael and Iran, and national demonstrations
against the regime in Iran. The ceasefire
between Israel and Hamas in Gaza, which
was agreed in autumn 2025, is dependent
on a diplomatic process with an uncertain

outcome, and the situation in the occupied
West Bank remains tense. The number of
Israeli settlements is increasing, as is the
violence between settlers and Palestinians.

I[ran’s position in the Middle East has weak-
ened, not least after the fall of the Syrian
Assad regime and the severe decimation of
the Lebanese Hezbollah in the war against
Israel. In Syria, the new transitional govern-
ment is now seeking a negotiated solution
with Israel. The ceasefire between Israel
and Hezbollah is fragile. Yemen's Houthi
movement, another of Iran’s regional part-
ners, has continued its attacks on Israel.
Despite the turbulence in the region over
the past year, Irag has been relatively sta-
ble, and the position of the Iran-aligned
Shiite militias in Irag remains relatively un-
changed. The end of 2025 was also marked
by internal unrestin Iran.

In June 2025, Israel attacked several tar-
gets in Iran, which was followed by Iranian
retaliatory attacks against Israel. Israel re-
ceived American support in attacks against
some of lIran’s nuclear facilities, which
caused significant damage to Iran’s nuclear
programme.

The conflict with Israel is a factor driving
the hybrid threat from Iran, even outside
the Middle East. Europe, including Sweden,
is an arena for this conflict.

Iran’s rapprochement with Russia has been
formalised through a strategic partnership
agreement covering a number of areas, in-
cluding military cooperation. Iranian mili-
tary equipment has been used in the war
against Ukraine, thereby contributing to the
deteriorating security situation in Sweden'’s
immediate vicinity.
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MUST’S MISSION

AND ACTIVITIES

The Military Intelligence and Security Service (MUST) is part
of the Armed Forces Headquarters and leads and develops
intelligence and security within the Swedish Armed Forces.
MUST’s activities provide a basis for supporting Swedish
foreign, defence and security policy.

MUST’s mission is to conduct foreign intelli-
gence and military intelligence and security
by identifying and analysing external threats
directed against Sweden and Swedish inter-
ests and by preventing, detecting and coun-
teracting security threats directed against the
Swedish Armed Forces and its interests in
Sweden and abroad. MUST supports the gov-
ernment and the Chief of Defence by, among
other things:

—> Producing intelligence to support
knowledge building and decision-
making

—> Providing early warning of changes in
the threat picture

—-> Contributing to decision-making and
situational awareness in NATO and the EU

-> Provide security within the Swedish
Armed Forces and ensure compliance
with legislation and other regulations
over other governmental agencies
in matters of protective security and
communications security (COMSEC)

—> Coordinating defence attaché
activities

-> Organising and leading the National
Intelligence Unit (NUE)

Within the Swedish Armed Forces, MUST
is headed by the Chief of Defence. The Di-
rector of MUST leads intelligence and se-
curity services within the Swedish Armed
Forces and is also the authority’s Chief of
Security Protection and Chief of Commu-
nication Security.

The intelligence service monitors security
policy and military developments in the im-
mediate area and in other parts of the world
that are of significance to Swedish foreign,
security and defence policy. The informa-
tion needs of decision-makers form the
basis for the intelligence service's tasks.
These information needs are then translat-
ed into defined intelligence requirements.
The work consists of collecting, process-
ing, analysing and disseminating infor-
mation and assessments of the intentions
and capabilities of various actors.



The primary task of the military security ser-
vice is to prevent, detect and counter secu-
rity threats directed at the Swedish Armed
Forces and its interests, and by extension
Sweden’s security.

Its activities focus on security threats from
foreign intelligence services and other ac-
tors. The security service monitors the
Armed Forces’ security protection and
works proactively to ensure that informa-
tion relating to Sweden’s security is not dis-
closed, altered or destroyed. It also ensures
that only persons who have been deemed
trustworthy from a security perspective are
allowed to access information or participate
in security sensitive areas important to Swe-
den’s security.

The military security service is also respon-
sible for protecting the entire total defence
communication and IT systems from intru-
sion using cryptographic methods.
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Sweden’s defence attachés are an impor-
tant asset for Sweden’s foreign, security
and defence policy and play a key role in
maintaining and developing the Swedish
Armed Forces’ international cooperation
and relations with the armed forces of oth-
er countries.

The duties of defence attachés include col-
lection of open information, which involves
monitoring and assessing defence-related
developments in the country in which they
are accredited.

The National Intelligence Unit supports the
Government Offices and Swedish and for-
eign military commanders with intelligence
and security threat assessments in connec-
tion with military operations.
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Deputy Director of MUST Henrik Garmer

2026 WILL BE A YEAR OF
BOTH CHALLENGES AND
OPPORTUNITIES

Sweden’s collective intelligence and security services are
facing major changes. The government has decided to
establish a new civilian foreign intelligence service and to
strengthen the Swedish Armed Forces’ Military Intelligence

and Security Service.

What are the major benefits of reforming
the intelligence and security services?

— The intelligence reform is an increase in
ambition that will improve the conditions for
Sweden’s collective intelligence and securi-
ty services. Although intensive development
work has been carried out within MUST, par-
ticularly in recent years, it has been a long
time since any radical organisational chang-
es were made to the intelligence and securi-
ty services as a whole. The deteriorating in-
ternational situation and rapid technological
developments have also contributed to the
need for reforms. In short, the reforms aim
to enable the entire system to provide better
and faster intelligence.

In what way will MUST be affected

by the changes that are now being
implemented?

— MUST is actively participating in the im-

plementation of the intelligence reform and
providing the support that the Government
Offices and the Chief of Defence need. At
the same time, given the serious situation
in the world around us, it is important that
the changes are implemented gradually to
ensure that the implementation is as secure
as possible.

How do you see MUST’s future role in the
Armed Forces?

— In recent years, the Armed Forces have
been actively working to develop the in-
telligence service to meet the intelligence
requirements of today and tomorrow, both
nationally and internationally. This work will
continue at full speed.

Regardless of how the intelligence service
is organised, the Armed Forces’ intelli-
gence requirements will be central inputs



in terms of our national preparedness and
our actions in NATO. An increased tempo
and the demands for intelligence in oper-
ations that are ongoing in several domains
simultaneously place high demands on the
military intelligence service being fully in-
tegrated into the Armed Forces’ command
and operational functions.

Internal and external threats are closely
linked today. Developments in the world
and in technology are blurring the tradition-
al differences between tactical, operation-
al and strategic intelligence. This places a
high demand on cooperation, technically
interoperable systems and flexibility.

[t is also important to ensure that we have
national independence in certain capabil-
ities. This ensures that the Armed Forces
and Sweden can make independent de-
cisions and that they can contribute with
unique capabilities to international intelli-
gence cooperation.

What will be MUST’s main focus in 20267?
— In today’s serious security situation, the
most important thing is to focus on our
main mission. The war in Ukraine, securi-
ty policy developments in the Middle East
and changing geopolitical conditions are
impacting Europe and Sweden. Every day,
all year round, we must provide the govern-
ment and the Armed Forces with unique
decision-making data on threats to Sweden
and Swedish interests. At the same time, we
stand ready to assist the government in the
best possible way in building the new intelli-
gence agency and to drive the development
of a strengthened military intelligence and
security service within the Swedish Armed
Forces.
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2026 will be both a challenging and exciting
year. It will be a year that will demand a lot
from us, but | have every confidence in the
unique expertise and capabilities of our col-
leagues. We are ready for the tasks ahead.

A NATIONAL INTELLIGENCE
REFORM

In autumn 2025, the government decided
to reform Sweden’s collective intelligence
and security services. The reform is
motivated by a significantly changed
threat picture against Sweden and its
allies, rapid technological development
and an increased need for cooperation
across authorities and national borders,
where the exchange of intelligence

and security information has become
increasingly important.

Among other things, the decision means
that a new civilian foreign intelligence
service will be established on 1 January
2027. The new civilian authority will take
over some of MUST’s tasks. At the same
time, the Swedish Armed Forces will be
tasked with strengthening the Military
Intelligence and Security Service.
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FURTHER DEVELOPMENT
OF NATIONAL AND
INTERNATIONAL

COOPERATION

Sweden’s ability to reduce vulnerabilities and strengthen the
total defence requires cooperation between authorities in
several sectors in Sweden and with our allies. The Military
Intelligence and Security Service has long been engaged

in deepening and developing forms of cooperation both

nationally and internationally.

In order to counter threats, cooperation with
the National Defence Radio Establishment
(FRA) and the Swedish Security Service
(Sakerhetspolisen) has been deepened, and
there is now close operational cooperation.
Internationally, cooperation within NATO,
the EU and other international partners is
important.

National and international cooperation
strengthens Sweden’s intelligence capabil-
ities and improves the ability to avert threats
directed against Sweden and Swedish in-
terests. This applies to both military threats
and threats that undermine defence capa-
bilities and resilience.

BROADER NATIONAL COOPERATION
MUST is constantly developing its coopera-
tion with other intelligence and security ser-

vice authorities. Cooperation with FRA and
the Swedish Security Service takes place
directly between MUST and the authorities
as well as within various forums such as the
National Centre for Terrorist Threat Assess-
ment (NCT) and the National Cyber Security
Centre (NCSC).

The Swedish Armed Forces also cooperates
regularly with the Police, Swedish Customs,
the Swedish Coast Guard and other actors.
Law enforcement agencies are an important
part of the total defence in wartime, but the
threat picture requires effective intelligence
and security cooperation even in peacetime.

The development of the Swedish intelli-
gence service proposed by the 2025 in-
telligence inquiry points to the need for
increased cooperation and broader dissem-



ination of intelligence to total defence actors
who are responsible for important functions
in society, both public and private. Such a
development is also underway at MUST,
which has increased the flow of information
to more actors so that more sectors of soci-
ety have a good situational awareness of the
threats to Swedish interests and the goals
and methods of the threat actors.

DEVELOPMENT OF INTERNATIONAL
COOPERATION

MUST cooperates with international part-
ners both bilaterally in specific intelligence
areas and multilaterally within the EU and
with Sweden’s allies in NATO. International
cooperation increases capacity and reach
and broadens perspectives and assess-
ments in matters of interest to our clients.

DEVELOPED COOPERATION

Cooperation between authorities and with
Sweden’s allies around the world has al-
ways been important. In the future, fur-
ther increases in ambition will be required
throughout the Swedish intelligence and se-
curity services community in order to meet
the threats directed at Sweden.

The government has expressed a desire
to further develop cooperation between
authorities on matters such as personnel
issues and training, for example by devel-
oping an intelligence academy with other
Nordic countries. Sweden’s ongoing inte-
gration into NATO contributes to a stronger
alliance. Improved international cooperation
also creates conditions for Sweden and its
allies to act together more easily.
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